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CONSTITUTION: A system 
comprises: .a firewall agent unit 
(126) for generating a trap event 
when an abnormality is occurred 
the firewall system and providing 
the information to resources related 
to the network firewall; a firewall 
register unit for storing the 
information related to the network 
firewall in a common database of 
the system management system 
and the firewall system and 
performing a deletion, an 
amendment or an access; a log 
router unit for reading log 
information from the firewall system 
to analyze and providing an urgent 
message or a SNMP trap message 
to an event console of the system 
management system; and a 
management console unit for 
managing the log router unit and the 
firewall resistor unit. Thereby, an effective management of the resource and a reliable circumstance 
to users are provided, the circumstance independently operating the network firewall system and 
the system management system. 



PURPOSE: A system for unifying a 
system management system and a 
firewall system is to install four 
modules in the place which a 
system management system or a 
firewall system is located and 
operates four modules each other 
for unifying and managing two 
systems. 
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g mgg eiJ-^IAI^glLj- £°}A|^|±jg f^s^l Al^gJOil ^e! 310 1 P. 3 A!^*'^ ( £21AI>:g°l UIS?-IH S^Oil X^M^j 
&EH« 2UI6I3, §SI ^S5f01 S&AI^SOII 0I&0I S^i OlSiSM tt»6[2, &?l S»a£IAI£S2| 

[£[2| &Z>| mEoj^ S oh ^ XFfiMOII Q\m §S2J X1IS £^ HSAII^S XllOioPI ¥l SShOliOl S S¥; UIS?-J3 5L°}0\\ §£§ & 

3| mm^ZlM^E^ S^AI^USI S§ CHiOlEi bH! 01 r±r CHI X1S8H2. &3| XiS9 §S2J ^Xil, 43 §J SsiS 4^S^[ £ilXI^El¥; 
Ah^| s^Al^gjo^^EH A|£0|| JI^M UEfLH^r S3 §S(Log Information)^ I^XISMH f^6[I!, 3? CHI Al XI 

SNMP(Single Network Management Protocol) 01IAIXIS ^t^ejA|^2J 0i£!S e£(Event Console)S M^o\J\ 9\*± S3 Ef^ 
E1¥; ^ &3| SNMPS AfrgoKM &D\ SeiAI^SM ^AfofOj, 5^ SSI }^ 2UH ^°}h\±^^\ &EHS ^AlofH. 

^£ §5 §J HSAIlAi XilOiM ae! 0i!0|*m^S fiSSfrffl. S3 ^Ei¥ ^ «3I S2> aiXI^E^^S a£ISH>| ?j& 
^§2S S &S0II CttS£, AhgXFOll^l I\&2\ sM^ei aB-l» 2i^r Afg^SM XII 4> SACK 

EE 1 

SAiiAl 

£ 1£ e SBSJ b^^o} ^AlOjlOll e^^ilAl^gif 5L2}M±^m m^o\J\ Al^gjSJ M^£0|CK 
£ 2^ SRI 0il0|2^¥2i ©P^OIQ. 

£ 3^ S3 af^Ei^oj ^^m ^ssib sesoia. 
£ 40ii aai s|¥°j ^S6^ m.m^o\Q. 

^soi ^i^ §^ 3 ^om m^\J\^ 

¥ SB3£IAI^S (System Manegement System) HI a^Al^a (Firewall System) M §^5f:i A|^g]0|| 3 5 J 5i£S, SCi ^ Ail of 

^i^ £m ^ii^os 4- 4JW2\ sit et^aaiAi^^ s2!ai^uo! $\x\°} ^oii ^ximoi ^oi e^Moi ^es^s^ 

£]^e01 MdfOI21S/Aib1 ^^^01 }|2 g^g^llOll MS£J2A1 t AI^SMe ^I6 r £ ^Xil^f gfi^M CH5H^h3 <&°0\. 0\D\ 

Oil I^HI 1,^ §01 01 die]- g^gje ¥^}|3 2iCI. 
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««a£IA| ^(System Manegement S>Jfci)0|^ 2l2m0ilA) m<+S\0\ 9lt= aA, UI^?-IB, OHSELI ^101^ §§ seWM-Bai-ft 

4 Zl^m ot£= M±m(±^^\0\)m ^^T^^AI^S (Firewall System)^ 21 ¥ UI^^T^y^ LHI^?HB°] g^lfiOII 5\x\ B[0\ 2J^ HH^i 

zy&, ^jh°i s&aaiAi^as m^?na n&m -aaspi ^ si-oi ai^bs a a 8^ h^sii oigmoi Ai^g°j e^oi^M si a 

o[±= b^b h^aii^ aai^ssi xisi^oich wziM, n&s\ mmo\ xi\£o[^ ag*& D\^mm e^oi ^ -ssiaoi sack 
seb. iiaoiib seioi gs» oi^s ssskm ae »aoii cue! &aiib maw 2?§2^w oim m&skwoi: stfe &?d\ = rj oUZ- 
aCh 3&i U, 31^21 e^^d!9^0il/d X^^EPF £21011 CUShCM 2^£JX| S£S ei95H0|^S fllSoKH £6*011 CHS EE Cf^ ^Xj|§M 0^1 

ttSOl OI^BXF Sfe }|#3 

5 «S2| &2I2J ^HISI SH2 8PI ^6H. ^f^°S 4> 2ife 4JH2] 2§§ g^BdlAl^g] SE^ S.eiAI^^OI 5 

oil mx\o\o\ ssMdi &s ^ssts^ ^o^am ^ Ai^^e s&skx aai» 4- b seaaiAi^a:ni- seiAi^iis sbspi ?i 
b Ai^ue *nss^ 5101a. 

SeaaiAl^g,' (System Management System)^ MSJAI^S (Firewall System )M S&m:?l ¥1^ AI^UOll &CHAH, 

md\ msiai^usj uim?hb s 2*011 &eh» UAism, ssi- 4*sstoi asstm, asiAi^gjoii oi&oi 

om^m aaism. mm^&M^m^ a^oii nty &3i ui^-ia a 21 x^eoii cm xhis ee^ hsaii^b moio-^i 
£21 oiioi2^¥; lhim^b seioii §ai &d\ mm^^\M±m^ £2iAi^g2i g§ chi 01 eh hioi^oii xHssm, #3i xhss sssi ^ 

HI, 4^3 S! 5U1 4*S5PI ?iB a aiXI^B¥; m\ Me}AI^S°^¥E] AI5ECH! CHe! D\mm UEILH^ ^3 §S(Log lnformation)fi 
2 1- X1 2} AH ^^6H1, ^HI^F Si^ ZIS DIIAIXI EEb SNMP(Single Network Management Protocol) ^ CHI Al XI « S&^SJ A| Oi^i 
M ^^(Event Console)^ HISS^I ^3 ^ ^^l SNMPS Ah g of 01 S9i AI^^JS ^AlSfffl, ^^1 Sei §Si ^FXj 

^AH S^AI^asI ^EH« 4^1 S# §S Si HSAil/d XilCHS feOI 0i|0|2^¥^ S§o^D1 f ^3 5I^EI¥ ^ 

4^1 atXI^a^S ^2.1 o^l ^ai^#¥S 5ir6hD1, ^Ol 0ilOI2^¥, aei- £IIXI^EH¥, ^3 af^E-l¥ ^ ^£1 e^^r et^ 
^dl AI^^OIIAH Hlg6^ oiE-iaioi^ H^3^DI ^£|g eiEiiaiOI^M ^le! 3E EE^ UI^?-]B A|^^ 1 ^ ojEISIOI^g 3^ 

» s&^^g sfe ei,^aiAi^g5f setAi^^e e^BPi ai^uoi i-hs^cl 

0I6K §^ £211 %^o\0\ ¥ ^SHI ^AlOliM ^ Ail 61 ^§6^1^ mC[. 

£ S b^^°! ^AlOliOil (1^ et^^lAl^m a°iA|^iJe e^5^l A|^g2j m^soick 

£ 1 CHI £A|£J AI^OilAi, l,^?s 100^ SNMP(Single Network Management Protocol) 5^I¥S, 120g S^AI^^OI Mx\& ^x\m, 

^m. 1 32-1 38^ et^^Ai^ty^oii ^xia^ mmmm UEftna. . . 

SNMP ^ai¥{100)^ SNMPS ^dlo^ OH M 5L| 3HI 0! 01 Oj^lAH, SNMP(Single Network Management Protocol)^ L1!§^Bi ^dlofe ^l- 

§ ijo.^oi bii^?-i3 ^ei h^smoici. snmp^ aaix^ eeoii aiaiei(Agent)oi e^m^ 301 ^1^013, cHEiej^ m^m &mo\ 
m&m s^oii ^di x^i^i ^ai3 m> v xni sty a. 

g§ Aibl^¥{122)^ SNMP 9||0|M?II0L SNMP S£| XKAdministrator) SS §§ ^U-l! XHS¥(Common Object Repositpry)S 

AH H| W ^(Distributed Service Bus; 124)M mm 0j|0l2^¥(1 26)21 mtl^Q. ^& XH^¥^ e^^2-IA|^g3l S^AI^gJ 

2J g§ QiOIEiS Xl^o\J\ ¥|oh CHI 01 a bllOI^OICf. 

ett^dl Al^g DB(138)^ #lf^aiA|^^ ^b.ichi. chi oi eh wioi^oiek 

• S£t AHtH(128)^ S^AI^gi ^xlo^Oj ^IS/^I^2J ^a|5f3 XJI CH of ^| ¥1 eh AH tH 0| Cf. 

OlSiiM ^#¥(Event Console; 132)^ S©^£l A| ^^J Oil AH xig ^^0|| CH°> §S SI S3, 2^ ^011 CHel WIAIXIS ^l^o^ 

2^010. 01^ oi^MU DIIAIXia °l seAliJo^MH ^2.1 Xh S CHI 341 SCI 22j^oi ^ Si^l SH^CK 

0]|0|£^¥(Firewall Agent; 126)^ S21A|^ij£j LHIM?-|3 S 21 Oil X^§2J ^EHS ^A|6f3, §Si ^SSfOI XHSofOl, ^>0| S 

£!A|^0il 01^01 ^^of 0]^]^(Trap Event) M ^^oh3, #H^e.|A|^^HJ fiSOII [LYE} UI^?H3 S2h Xf Sill Oil CHei- 

SSHJ }E||S SEfe H^AIj^M XjlOHelCK "* 

sei onoi2M¥d26)^ uiM^ja^roii ^^sioh lhi^^jb aeioii 01 eh xf^#oi ^xisich ?ib= ^*ioji hhxisoi h^b 

^ SMOIQL 

£ 2011 S2I OilOI2M¥(126)2| £A|£jOi SACK 

Al^iy AHbl^/CHI^ g^' EE^ A^XF2| §§0]l 2JoH H^B^M A|^eia.(202 

^|Ho^ AIHI^ ¥St!eiXIS XilB§lCU204 ^, xHM AI^SIS, AHHI^S ^^6^1 ^lofOI 2|2|oj AlHl^ff 

All AH ^ aSS^I ?iofOj ^^l^Cf. 

AlHl^^h §S ^ XH^ AlHl^ei S¥0iL ^^1^^^ Lil^^B SeiOil ^EH2| ^Al ^ §S1 ^S§[EK(206 El^I) 

§SI S§ ^xHI XiS¥CHI XH§o[a.(208 EMI) 01^ §SI ^EE2| S^OII S^oKM M§i ^ o\D\ ^^0|Cf. 
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sjs oisim ^^'Aibi^ei 3^oii£r. ui^^ set oil a^s ^ehoii i^5^^xi^^b§!d.(2io a tun »aer-a¥wte- : £~ 

oi^sm ^^^a.(2i2 e^i) oi^, JP^sei &ehoii ^xii bsai s^i oi^^i j^^sah ^yjf^ oioii choH ^§*§h£xi . 
a 4* si£^ ?isoia. w w 

aa ^¥(Management Console: 130)S fl» AiH|^°J 3¥0|fe, aa 5iir¥(130)S¥E1£>l >Hbl^ 2S1 ~:>ID&!D.(214 &3il) 

aa e#¥S¥D2| Aidl^i fi§0| 22, 3H3 S^OII CH» Aibl^M AI5SPI ^el ^££J H^MI^M «aeO.(216 EMI) MS. Ol'ttHE- D : 

e e§§ did^d. 

figsj bi^^h §s s§ /dbi^eixia &e§ta.(2i8 aji) ^, ahoi^ qsoi lhis?-ib eeioii aee §m§ fi§o[h /hui^oi g^^^ 
6hs §mi aa e^¥030)s in a. (220 emd 

Ajdl^: £§0I HSAllAi H!CH°I 3 ¥011^, 6H& HSAil^M HICHo^l 9D.(222 EMI) 

set a]ioi2M¥(i26)^ Mu\±m xiisspi 9\o[o\ g^aa ai ^gjoii ai M^mt: ^¥ ei&niioi:^ HSB^nf aaa m& 3^ ¥^e 
S ov oiioi2^¥d26)^ s^ai^oi ^xi^ 5 oil sxisu, aoK.aiixi^Ei¥(i34)^f ?i xi e soias ssaaAi^g^ons ^xii ^ 

SID. 

ae> &iixi^£i¥(i34)fe aa e#¥O30)u msx[9\ ej^oii °jsH §t^£i ai ± ^ o\\ m lhis^b a^ x^£i aM^eJ a a a 

xiisspi uis?-ia ae*oii aes §ai #31 s&aaAi^aaf fiehAi^ssi si qioiei wioi^chi xi§oF3. &:>i ass 

^iohai xh&£ s&aaAi^iysi heh^ o< £H s1 oi ^» smoi ^ lhissjb msi- xf^oii ch§i- as ttu\±m m 4* si*= ai- 

sei anxi^EH¥(i34)fe ^i^s ^tss^i ^skm s&aaAi^uoii/d x-ngof^ ^¥ °jeheiioi^ HSBiiiiF a^a aas eJEHHllOI^ 

§ flSh 3E ¥^^ 

^3 a^Ei¥(136)^ S&Al^gSI S o| AH bH (1 28)^.¥E1 Al£0]| CH°h Dl^e UDUib S3 §S(Log Information)^ DtJZ&M B 
*<6h3. ^XiPr S[ur ZJ^ (Alert) Oil A I XI SNMP(Single Network Management Protocol) CHI AI XI S ei, v aaAl^a°J 0!&!^ ^ 
^(Event Console)^ »IS§*D. 

sn a¥EH¥d36)^ ssaaAi^aoiiAi ass^ ojehsioi^s ss^oi wa inHon s^goi at ui^^a sei e aa em 

¥(130)2f e^O^ ^^°S e^ehD. P^, aa e^¥(130)°l S§0|U M%K°\ Q^OU o|8H A| oKJi f 5L°} AH tH (1 28)S¥EI ^ 

# S£j Ai^s ^ ^ sn §s§ ^nsjAi ^^o^ot ois s&aaAi^iysi oivim. e^¥d32)s ass^i aa. 

5E 3 Oil S3 £}?EI¥°I ^SSfe ^g£^r £A|.£|CH SID. 

/dm (128)011 S^oKW S3 §aB*5hXiSD.(302. 304 B^ll) 

S3 §Si ^^6f3 t SXiPF Si^XlM e&e^D.(306, 308 B^i) 

Sl^S, "Zi^(Alert)"- DHAJXI-^^ SNMP Oil AI XI § 01 SIS ^#¥(132)S SUi^l aD.(310 E^l) 

^^Pl- gio^ f § S § e'^aaAl^g^ CHiOIEH tHIOl ^(138)0il XiSe!D.(312 E^l) OI^IAH, ^XlPf H^S 314 B^IS 4^^^ 4- 

£ SID. 

Lfi QIOIEH^I- Sl^XIS ^BS^OI. Sl^S 304 B?ll 016^3 ^^^^elD.(314 B?ll) 

S3 a^Ei¥(i36)£r J\^m 4-i^api mt, k aaAi^!j2i ^¥ ejEHinioi^ ^S3^nf uis^b seh Ai^a^j eianiioi^s 

o|3f 3E ¥^M S^el-EK 

aa e^¥d30)^ snmps a^o^ s^Ai^aM ^aisfoi, aei a^ sag ^xi^ah ^oi s^ai^^j^ ^ehm ^aib^,>^i se> a 

HSAil Aj MO\m Se> 01I012S¥S S§6^ ( S3 a¥El¥<136) * SS! 31 XI ^EH¥(1 34)S aa^D. 

e#¥d30)^ oi^oiiah sill aasm. 255^ £?sai s&aaAi-^soi ^xisch si^ Ai^n^oii mm ^xisd. 

£ 4 Oil aa e^¥°l UDLH^ SEAISCH SID. 

Ai 01 ^ SWf x|ia^D.(402 B3I) 

snmp Aibi^ei g^oiL snmps Aiswoi s^t ^smoii as uis?-i3 s& x^e aAi&D.(404 B3ii) ^. liis?-ib kE^oii s^aw 

01^ UIS?-|3 £o> X^MOll CHeh g£I 2M^I X]§¥S¥Ei ^Ho^3 t AhgX^h SSI g^SfOI sh^oil UIS^IB 

Xh^MSJ ^EHM ^ 4- S>£^ e^D. ^^I^HS SNMPS MEo\0\ ^ MIS?-I3 Sei XF^M^i ^EHS ^2]5h3. 3 ^EHM SAIelp. 

§fi Aldl^oj ^^011^, gSI Sei 0IIO[SS¥(126)S¥EH ^ r X1£f/H AHW(128)°J ^EHS ^AIe}CK S£^, HSAil^ XilOi ^ 
^¥ §SI Sei 0IIOI2S¥(126)S S^elD.(406 B^l) ¥x-||^HS^ ( fi^l 0||0| 2 S¥(1 26)2f£| idi SoFOI UIS?-I3 Xf^M^ 
^EHM SAlehD. S^/eeJ- Oil 01 2 S¥(1 26)0iMl UIS^-IB X^CHI CHSh S§6F3, 3 X^Oil CH^ HSAil^ MO\M QSehD. 3 

a3, ^X^°S UIS?-|B S2i A1hH(128)^ ^A|o^3 ^¥ §SI Sg8fb ^Sl 4^^^D. 0|^ S°J Oil 01 2S¥(1 26)^h §^ h ^0[ 

XI EH Oil A) ^61 ^gofD. 
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^3 ei^g /dai^ei s^oii^. ^3 at^^p aaea.(408 e^i) on a a. ^3 £f¥Ei^^£] ai^i as waiso.-ses. ^3 ei^i- 
/hui^si ^ohh dfoioj □xiio^??H^^ Af§^3§ Hssssw. Mgxpi- <=Wwg±vm o\mo\o\ #d\ ei?ei? si'. 

g XII 0) » 4- »a. W W 

404 406 408 B3I01IA1, SAP* 81 3^ 01 H!^ ^#¥(132)^ 3 fefSS HBffCL Oil^CH, EE* Oil 01 2 §¥(1 26)£¥E1°| Q1IA1XIS 

en' n tieoii ma §mi §si a^jsnji. n uiee sttaaiAi^nsi oien^ ^#¥(132)^ ssteo. 

se* siixi^ei /Hbi^ei s^oiifc. s& aasa. 410 b«) oilmen, s»-aixi^a¥ ee°i Aista- ae xiai&lk nmnxi^,. 

S of am^Ei ^°HH £j£i ^SI CHHISffcr 3EH51S& Afg^SM XHSSSSW, Ahg»3|- £X| Df^Sm OlgoFOI £11X1 

Lii§°a sei »® §£i si J ^m h§¥oii xhs. ^§ sui sts^ xnoisa.(4i6 &3D 

}|E| AHtii^M X1IS^Cf.(412 B3I) 3IEI Mti\±& Al^SOil □ §> ¥^°J AHdl^M 2I0IKCL 

OiSjOil ^#¥(130)^ UIM?-13 £2! X^Oil CH6H 3£H^I AFgXF °J El nil 01 ^(Graphic User Interface; GUDSJ eBIOI2i ^(Client) H^3 

^str 4- oi £ ^ §^ liim?-I3 x^ooi § en £!^sf3 usi mgna. £0 gui eaioiem^ anxi>: 

Ei¥(134) 2S0II SJoH g§ 2! Ml XI2¥0|| §fif AhgoFOI SS3BI Al*:fy2| 3EHS! e!HffllOl^aO||/HSE ^il^ ^ 21 Ch 

g Av-sh ^Al Oil Oil S ITS 21 A^S 5Hx[X| Qffe S ^1 LH CHI AH £| & SgOl :f^S8 ggOICk II^AH . S 

»S0||A] SEIS S?8tfc ^S°| g^LH^ §5HXI^ 201 0HJ» &Si 20ICK 

gfag ai 

»g S > £ ^ »o^m| ¥ AI^^M SB6>0| adlW 4^ l^H^Ml C^3f ^£rCk . 

et^aB.iAi^^5f a&Ai^gs e^^^^Mi gxH me^ia aei ai^^ ^ seaaAi^gye ^ ai^us s§s^3 

o,^ Mgx^oiMi x^si ^m^2i ae.i2j- <Mgj^ a[§^si xii^^ ^ 

n^AH UIM?-13 A[gl[g e^a£IA[^§j£J Ol £H ^^5^3 I§5i2S a 2-1^ ^ 5h3 f g^aaiAi^^ Mexh 

te bHxisioi nsis Ahs&oii ^ich uim«3 a&a a^sm aetaai ^i^e xnsg>« ^ acf. se^, 4 ^h°i e§§ 

* ^^0^ s3»Aia°SMi 2t«goi aisshfe ^1^11 m^o\ t§t ^ 210. nan. aefoii cusii seEi eiEisiioi^s ^isskm xf 
giaais t, k ^^Mi ^i^2j et^ae-iAi^gsi MSI shss^ek 

(57) .a^si s?i 

S t, v a ElAl^g (System Management System)^ a&AI^S (Firewall System)^ mmz\D\ AI^^OI! ^ICHAH, 

a^i se.ui^^2j uim?-I3 a^oii x^ssj ^ehs ^ai6F3, §si 4=ssfoi xi^oFcn, 4^1 seiAi^^oii 01&01 
se! oiioi2^¥; 

til 3 S^OII §S1 mm&Z\M±mi% SO|A|^^J2] Si CHI0IE-1 WlOl^Oll X1S5F3, ^,^1 Xl^e ^*iL ^ SSi 

M 4i6^l Bi!XI^EH¥; 

av^i ^o^i^qio^^ s ^ Alt Oil CH°h ^1^^ UEfLH^ ^3 §S(Log Informations ^FX12F/d ^^o[H, 3^ Oil A I XI 

SEfe*SNMP(Sinale Network Management Protocol) ^ OlIAIXIS A| ^S!£l Oism (Event Console)^ ^3 £f¥ 

El¥; ^ 

fef^l SNMPM AJSSFOI ^31 S^AI^^M SAIStW. £8} ^fX^2fAi S&AI^SSI ^EHB i^A|SF3, ^Ol § 

a ^ hsaiiai x-iichs ^^i sei oiioi2^¥^ sssjo*. 4Pi ^3 a^Ei¥ as ^pi aixi^Ei¥S aaispi ^aie6¥B sssf 

Dl, 

oi|OI2^¥ Mel aiXI^Ei¥ ( ^3 ^¥E1¥ ^ ^ai ^^¥^ S&S£I A| ^gJ 011 AH HIS 6^ eiEiiHIOI^ H^3^2f ^£|g 
ojEliaioT^S ^Te! £^ UIM?-I3 A|^g2| oiElffllOI^S ^ 2E1 ^S^^ SFb #^^aiA|^S^ SeiAl^^M 1^ 

X11 1^011 2ACHA1, &}| ^ai e^¥^ 

£I[5jog Lil^-ja S oi- AI^H£l ^EHM ^A|6f3 ^^011 5109 §Si ^^1 CHI0|£]M¥£ 2§^i olb e^^^lAI 

3. 

JII1S0II SiOHAl, 

&OI Me! 0HO[2M¥^'ae}A|^^OI ^xlel 50ll ^xl£lffl ( 

Ah^| S of a||J|^El¥. ^3 £^E1¥ ^ ^dl ^#¥^ g^^dlAI^^OI ¥lx|el 5 Oil ^ XlUM e^^£|A|^^2f S^A|±g] 

e et^spi ?i^ Ai^g. 
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